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1 Introduction
1.1 Purpose

The Purpose of this document is to provide a record of the requirements for the overall
OpenlLV solution that will be required to support Project trials for the three Methods outlined
in the Full Submission Proforma (OpenLV Bid document).

1.2 Background

The FSP provides a high-level description of the overall OpenLV solution that will be required
to support Project trials for the three Methods.

In order to define the requirements for the overall OpenLV Solution, the key hardware and
software components have been defined, then the requirements for each component have
been identified.

In order to prioritise requirements, the MoSCoW approach has been utilised. This approach
is a well-known technique used in business analysis and software development to reach a
common understanding with stakeholders on the importance they place on the delivery of
each requirement.

Each requirement has been identified and prioritised using the MoSCoW approach, that
stands for Must, Should, Could and Will not:

M —Must have this requirement to meet the business needs;
S — Should have this requirement if possible, but project success does not rely on it;
C — Could have this requirement if it does not affect anything else in the project; and

E N

W — Will not deliver this requirement at the current time, but it could be delivered at
a later date.

1.3 OpenLV Solution Overview

The OpenlLV solution to be trialled within the OpenlLV project, utilises a distributed
intelligence device, built on a software platform, LV-C A P ™, devel oped t o en
applications and solutions to be deployed in a single enclosure. The trials will, across three
‘“"Met hod’ areas, demonstrate that the platfor

monitor the network in real-time;

process the collected data to determine the need for action to manage the network;
implement that action if necessary;

provide this data to third party companies and equipment; and

provide this data to community groups.

= =4 =4 4 2
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1.3.1 Method 1: LV network capacity uplift

Method 1 will demonstrate the capabilityoftheLV-C AP ™ pl at form to perf or |
and control from within an HV/LV substation, in 60 substations (30x pairs).

To demonstrate this, the deployed trial hardware will utilise monitored data to predict future

network load and when necessary, automatically share the feeder load between two
transfor ms. Thi s wi || be demonstrated thro
breakers installed in the substations at either end of the utilised feeder in a subset (5x pairs)

of Method 1 installations.

Project: OpenLV

Power Grid with OpenLV Control Installation P 2e4eiNsow-s00s 000300
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Figurel: OpenLV Method 1 Overview
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1.3.2 Method 2: Community engagement

Once deployed,the LV-C AP ™ pl atform can be wused to provi
individual customers. LV-CAP ™ »pl atf or ms depl oyed for Me t h c
identical to those deployed for Met hod 1 but
devices installed as well.
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Figure2: OpenLV Mehod 2 Overview

I0LV-CAP™ devices have been all ocated for t he
1.3.3 Method 3: OpenLV extensibility

Once deployed, the LWV-C AP ™ pl atform can be used to prov.i
parties to provide services to the DNOs, customers, and wider industry. This may take the

form of pure Applications, or a combination of Applications and connected external devices.

As with Method 2, however, Method 3 installations will not, in any situation, have ALVIN
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Figure3: L\:\C A PM¥thod 3 Overview

I0LV-CAP™ devices have been all ocated for t he
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Software Platform Overview

™ software pl at f o rsingleihardwateedeploygnant td
monitor the network and make the gathered data available to multiple software Applications
running on the platform. These Applications could be developed by multiple manufacturers
and control various unrelated network assets without any application being influenced or
affected by another.

This enables a single investment in the hardware to support deployment of multiple solutions

to benefit the network.

The figure below demonstrates the deployment of software applications within the LV-C A P ™

platform under the OpenLV Project.

=t
V._|>

Electrical
Measurements

e

Temperature
Measurements

Arrows indicate
the direction of
information
transfer

OpenlLV Software Stack ____ Substation

Internet Connection

Software runing on LV-CAP computer
= RS-485 Modbus RTU

(Electrical

Sensor
Application

Ethernet
Port

Ethernet
Port

Temperature
Sensor
Application

= MQTT connection

Local Bus
Ethernet E’
Network
Modem

\‘_

ALVIN
Circuit
Breakers

technology

Sensor Control LV CAP core Communlcatlons
Application Appllcat|on Application Appllcat|on

Project: E717 Drawing:
A'QOF'thm 2626-IMSPC-SHT01-00.05.00
Appllcatlon OpenLV Software Stack
Richard Ash 2017/0717

Figured: L\:C A PSBftware Platform Overview
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15 Report Structure

The structure of this document is as follows:

1 Section 2 Grouping of the OpenLV Solution RequirementBrovides an overview of
the key components of the overall system.

1 Section 3 OpenLV Solutions RequirementsOutlines the requirements for each
component of the overall OpenLV solution.

1 Section 4: The Way ForwardOutlines how the requirements will be used within the

Project.

2 Grouping of the OpenLV Solution Requirements

The key components of the overall OpenLV solution have been assessed and requirements
have been grouped under the titles outlined in

Tablel: Grouping ofRequirements

Group Description

Intelligent Substation Devices

The Intelligent Substation device is an enclosure, containing a ruggedised
PC capable of being installed in harsh environments and interface
connections to receive data from external sensors.

Applications installed within the LV-C A PSBftware Platform gather data,
store it locally, process if necessary and send requested information back
to central servers.

LV-C A PS8ftware Platform

ThelV-C AP ™ s o fatfonmaunsen tipe intelligent substation devices.
This is an operating system that enables multiple Applications to be
installed in software containers on a single device. The software also

provides Apps with access to data provided from the sensors which are
installed in each LV substation.

LV Monitoring Equipment

LV network monitoring provides the core data to be utilised by all Apps
that will be deployed on the Intelligent Substation Devices.

Temperature Sensing

Temperature sensors are required to monitor the temperature of the LV
transformer and ambient air temperature. This data is provided to the
rel evant contai n€A PsBfwarepiatformand tah ke 1
used for Dynamic Thermal Rating (DTR) of LV transformers to release
additional capacity from existing LV network assets.

LV Network Meshing

This section details the hardware to be installed and the associated
software to enable meshing of individual feeders between two LV
substations.

This has the potential to release additional capacity from existing LV
network assets.

Load profile predictor
application

A load profile predictor application is required to utilise historical load on
both the transformer and specific LV feeder and predict the likely load
profile for the future.

Page 9 of 41
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Group Description

CSV data recorder application

Storage of all data captured by the system, information generated by any
applications and a record of any actions implemented are required to be
stored on non-volatile memory within the ISD.

LoadSense

Loadsense is an application designed to respond to outputs from
Weathersense relating to real time and predicted network loading.
These outputs may trigger an immediate (relatively) response or be a
prediction alert, effectively stating that "unless network load is less than
predicted, the transformer is going to exceed its RTTR rating inx-h o u r ¢
Loadsense would schedule a LV network meshing to occur prior to that
time slot, if the networks to be connected also have sufficient capacity.

Communications

This section covers the applications relating to communications to and
from the deployed trial devices.

Communications are required between deployed devices and separate,
centralised data servers and between individual LV-C AP ™ p | a't

Centralised System
Requirements

Centralised systems atobedeploged anithe e
intelligent substation devices and to store data that is required for the
assessment of Project trials.

Overall System Requirements

This group covers all other requirements not captured under the groups
defined above.

The numbering system used to identify individual requirements within Section 3 maintains
traceability of the individual requirements identified. The numbering system is as follows:

1
1

[:XXX: Provides relevant information regarding the overall solution;

M: XX X : Out

‘ ’

| i nes a mus t have

to ensure the success of the Project;

S: XXX Out

Il i nes a r e pravided, éf massible, but pgragett

success does not rely on it;
|l i nes a requi r e menottaffett dngthing * c ou | d

C: XXX Out

else in the project;

W: X X X : Ou't

l i nes requirements that !

could be delivered at a later date.

Page 10 of 41
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3 OpenLV Solution Requirements

EA Technology undertook an InnovateUK Energy Catalyst project with the University of
Manchester and Nortech Management Ltd to develop a Common Application Framework for
LV Network Management. The core software platform developed under the project is called
Low Voltage Common Application Platform (LV-C A P &h{yl consists of a number of Docker
containers communicating with each other using MQTT.

This section outlines the functional requirements and necessary interfaces with 3" party
equipment and software for LV-C A P ™. The OpenlLV PRPGAPHh™cde wiicds
to test the platform as outlined above.

The final “product’ del ivered wil!|l be referrtr
the specific combination of hardware and software that results from this requirements

specification will not be implemented again outside of the OpenLV Project, although the

requirements will likely be utilised as a base of core functionality for future deployments.

3.1 Overall System Requirements

The purpose of the OpenlLV Project is to test the LV-CAP ™ pl atf or m’ s capa
demonstrate its ability to provide benefits to the industry, communities and third-party

companies. Therefore, the trial system deployed by the project must demonstrate that it

meets the below requirements.

1 gather voltage and current data relating to the LV network;

9 store this data for a period of time suitable to meet the requirements of the
applications running on the platform;

1 make this data available to multiple applications running on the platform;

=

enable multiple applications to process and manipulate this data;

1 transmit the pertinent, generated information back to central location(s), without
requiring the raw data to be transmitted as well;

9 be able to transmit the raw data to a data repository if required;

9 enable deployed applications to make decisions regarding the LV network, based on
the monitored data;

9 implement those decisions autonomously if deemed appropriate for the network
based on decision processes agreed with WPD;

 Make data and information, not considered operationally sensitive by the DNOs,

available to communities, academia and third-party businesses.

In order to achieve these above requirements, a number of applications are necessary with
specific, additional requirements detailed in the Annexes to this document.

Page 11 of 41
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3.2 Intelligent Substation DevicedSDs)
3.2.1 Overall Statement
1:001. The Intelligent Substation device is an enclosure, containing a ruggedised PC
capable of being installed in harsh environments and interface connections to
receive data from external sensors.
1:002. Applications installed withinthe LV-C AP ™ S of t ware Pl atform ga
locally, process if necessary and send requested information back to central
servers.
1:003. The ISDs are responsible for providing the LV-CAP ™ pl atform and a
software containers with a computing environment suitable for implementation
for the duration of the OpenLV Project.
1:004. The Operating System for LV-CAP is GNU/Linux. The LV-C AP ™ cor e s of t wa
be installed on the operating system along with the following containers,
designed to deliver the required OpenLV solution functionality.
q LV-CAP™ Software Pl atform
q LV Monitoring
i Temperature Sensing
i Data Upload Application
i Dynamic Thermal Ratings Application
q Load Profile Predictor
q LoadSense
il ALVI N Reclose™ Interface Application
q CSV Data Recorder
i Management Comms Application
i Peer to Peer Communications Application
1:005. The requirements for each element of the ISDs are detailed later in this section.
3.2.2 Services required
1:006. The services detailed here refer to those required to be provided by the ISD

platform as a whole, rather than individual elements, either hardware or
software, within the platform.

Processing capability

M:001.
M:002.

1:007.

The computational hardware must be based upon an industrial PC architecture.

The computational hardware within the ISD must be capable of running LV-C A P ™,
the additional application containers detailed below and up to three others to be
written by community groups and / or third-party companies.

Applications to be developed by community groups or third parties will be subject

t o “reas oniatbyy’e rceosmtprliext i ons, aLAB®t er mi
team at EA Technology to ensure the hardware is capable of delivering all project
requirements.

Page 12 of 41
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1:008.

The system within each enclosure must be capable of ensuring that all
applications defined in this document can operate simultaneously in order to
meet their individual requirements.

Communications

M:003.

1:009.

1:0010.

1:0011.

1:0012.

1:0013.

1:0014.

The ISD must have a modem / router installed capable of providing the below
functionality.

The ISD must be capable of communication, both incoming and outgoing, with a
control server based on Norftechd ol oigHyo ss
Capenhurst offices.

The ISD must be capable of outgoing communications (i.e. initiated without
external request) for the transmission of data and information to the iHost
platform locatedatEAT ec hnol ogy’ s Capenhurst of fice

The ISD must be capable of outgoing communications (i.e. initiated without
external request) for the transmission of data and information to a separate cloud
based data storage server owned and operated by Lucy Electric.

The ISD must be capable of communication, both incoming and outgoing, with
ot her | SD’ s | ocated in a | ocal , (geogr
between the two platforms in support of the network automation functionality.

The ISD must be capable of receiving data pertaining to the monitoring of the LV
network from monitoring hardware installed in the same substation as the ISD.

The ISD must be capable of receiving data pertaining to the temperature of the
associated transformer and ambient air temperature.

Storage Capacity

M:004. The internal, non-volatile storage of the ISD must be of sufficient capacity to store
all data captured by the sensors, generated by installed application containers
and received from other ISDs, for the duration of the OpenLV Project (minimum
period of 18 months).

Security(Physical)

M:005. The enclosure must be physically secured from unauthorised access. It cannot be

assumed that the trial equipment will be always installed at indoor, secured
substations.

Environnental

1:0015.

M:006.

The ISDs will be installed in a mixture of indoor and outdoor substations and the
enclosure must be suitable for use in either instance.

The enclosure therefore, must be suitably IP rated to adequately protect the
internal equipment in all potential substation environments and installation
methods.

Page 13 of 41



s
WESTERN POWER=

DISTRIBUTION Requirements Specificatior

OPEN LV NN 2
Protection
M:007. I n the situation where network meshing

and connected, it must be possible for a maintenance engineer to isolate the LV-
CAP™ pl atf or m fdewcen endbling maRuel operatisneofthe
network meshing capability.

M:008. This communication isolation must be ¢
to ensure automated operation cannot resume unexpectedly.

M:009. The enclosure must be non-conductive to avoid potential earthing issues.

Watchdogs & reset capability

1:0016. It is essential that the requirement for manual (in person) resets in the event of
loss of communications or loss or responsiveness is avoided wherever possible
due to the range of locations in which the trial equipment is to be installed.

M:0010. It must be possible to remotely reset the platform without requiring physical
access to the ISD through establishing remote access to the router to trigger a
reset of the computational hardware.

1:0017. The ISD should havea ppr opri ate ‘“Watchdogs'’ to en
within the overall ISD reset automatically if necessary.

W:001. There should be a Watchdog to ensure the router / model is reset if it enters a
non-responsive state.

S:001. There should be a Watchdog to ensure the computational hardware is reset if it
appears to have entered a non-responsive state, as indicated by a lack of network
communication within the ISD.

3.2.3 Mounting arrangements

M:0011. The enclosure must be capable of multiple mounting options, for example:

i direct wall mounting;
i magnetic mounting bracket on the side of switchgear equipment; or
i bolting in place on the floor.

1:0018. Individual arrangements on site will determine which approach shall be used.

3.24 Products required

M:0012. The ISD must include an enclosure for the necessary hardware (industrial PC,
modem and ancillary connection elements for monitoring devices.

1:0019. The ISD must include an industrial, ruggedised PC capable of runningthe LV-C A P ™
platform and associated application containers.

1:0020. The ISD must include LV monitoring equipment for the gathering of information
about the associated LV network.

1:0021. The ISD must include a modem enabled for two-way data transmission, capable
of communicating over multiple mobile networks.

Page 14 of 41
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M:0013. The PC hardware must be installed withthe LV-C AP ™ plL at f or m
3.2.5 Dependencies
1:0022. The system must be capable of installation within electrical safety standards

required by WPD for deployment of LV monitoring equipment on their network,
specifically:

1 Standard Technique: SP2KD

3.2.6 Performancemeasurement

1:0023. The ISDs must enable the LV-CAP ™ pl atf or m, i ncluding S
containers and associated connected hardware, to meet all requirements as
defined in sections below.

1:0024. The ISDs must be capable of performing these functions for at least the duration
of the OpenLV Project trials.

M:0014. The overall system must include the necessary monitoring equipment to gather
necessary data for each software application.

M:0015. The overall system must be capable of communicating with physically separate
network monitoring hardware providing voltage and load data.

M:0016. The overall system must be capable of measuring incoming signals from the
temperature monitoring hardware.

M:0017. T h e overal/l system must be capable of
devices (x3) if they are installed in the substation.

1:0025. AL VI N Rdeuces will omlybe installed in 10 locations within the trials.

1:0026. Every ISD installed must be capable of communication with AL VI N Recl os e
devices as sites determined as suitable for their installation will not be identified
until later in the project.

M:0018. The overall system must be capable of communicating with other ISDs via non-
dedicated cable connection methods such as the use of a modem-to-modem
connection.

1:0027. This communication link will be used to share information relating to the
LoadSense application between adjacent, linked, substation LV-C AP ™ pl at f or m

Page 15 of 41
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3.3 L\AC A PSHftware Platform
3.3.1 Overall statement

1:0028. The purpose of the OpenlLV Project is to demonstratethe LV-C AP ™ pl at f or m
capable of operating as a non-specific distributed intelligence platform for the LV
network.

1:0029. ThelV-CAP™ s oft war e p ISDs.fThis is an aperatingsystemdhat t h e
enables multiple Applications to be installed in software containers on a single
device.

1:0030. The software also provides Apps with access to data provided from the sensors

which are installed in each LV substation.
All applications developed for and deployedtothe LV-C AP ™ pl at f or ms mus t c
LV-CAP™ AP document (

Page 16 of 41
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1:0031.  Appendix A—LV-C AP ™). AP I
1:0032. The exceptions to 0, are below and will not be implemented as part of the OpenlLV
Project:
W:002. Individual message signing (see section 8.1.2 for further information).

W:003. Signing of Docker Image files.
W:004. Only one instance of each Application will be run (see section 4.2) on LV-CAP.
As a result, Applications may continue to use legacy GUID identifiers.

W:005. To simplify TLS implementation, TLS keys and certificates will be built into Docker
Image files. The end date of TLS certificates should be set beyond the end of the
OpenlV project trials in September 2019. TLS implementation is mandatory.

W:006. The Priority feature of the data storage APIs will not be implemented, with all
qgueries returning messages of all priorities. Applications are free to output
Priority data, but it will not be parsed yet. Similarly, requests may be made with
Priority key values, but the key will be ignored.

3.3.2 Services required
1:0033. The 1 SD requires a number efAP'™s eprlvaitcfeosr’n

For example, these include monitoring of the LV network, storing the associated
data and making predictions based on the data gathered.

1:0034. Each service required by the ISD is provided by an individual, specific software
application.

1:0035. Rather than providing directly measurable outputs, the LV-C AP ™ pl atfor:
enables the operation of the various applications, and makes the data gathered
and generated available.

1:0036. ThelV-CAP™ pl atf or m wi | I-secbrityassessnbent,éncludiegd t o a
penetration testing, architecture evaluation and code review.

1:0037. ThelV-CAP™ pl atform mus:t demonstrate an ap
the system. This will be informed by the cyber-security review to be undertaken
by NCC Group.

M:0019. ThelV-CAP ™ pl atform must ensure communicat
the message broker are encrypted and authenticated to prevent application
impersonation.

3.3.3 Produds required
Hardware environment

1:0038. The OpenlV project hardware consists of an industrial PC based around a dual-
core Intel Core i3 processor with 8GB of RAM and a 512GB SSD.

1:0039. This PC provides the processing power and storage for the whole LV-CAP solution.
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1:0040.

It has two Ethernet ports for network communications, one of which is utilised to
connect a stand-alone 4G router which provides wide area network
communications.

Base operating system

1:0041.

3.34

1:0042.

1:0043.

3.3.5

M:0020.

The ruggedised PC within the ISD will be running 64-bit Ubuntu Server 16.04 LTS
with current updates applied.

Dependencies
The LV-CAP™ software pl atfor m, as depl oyed
managed and controlled via an instance

ThelV-CAP™ pl atform depl oyed wit haidwmareet he Op
with an installed operating system, as defined above.

Performance measurement
The LV-CAP™ software platform must b e d e mc

applications deployed to the platform if those applications conform to the API
documentation provided.
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1:0044.

1:0045.

1:0046.

3.4.2

M:0021.

LV Monitoring Equipment
Overall statement

LV network monitoring provides the core data to be utilised by all Apps that will
be deployed on the Intelligent Substation Devices.

The ISDs must have connected monitoring equipment for the collection of data
pertaining to the LV Network.

The equipment must provide the ISD with voltage and current measurements at
sufficient resolution and granularity to enable the effective operation of each
application on the platform to meet the requirements specified in this document.

Services required

The complete ISD system must be capable of measuring the following from
appropriate sensor hardware for all phases.

Voltage Measurements

1:0047.

RMS Voltage phase to neutral (x3) at the substation busbars.

Current Measurements

1:0048.

For each circuit measured:

q RMS current in each phase

q Power factor for each phase

i Real and Reactive power flow each phase (including direction, so reverse
power is read as negative current)

Temperature Measurements

1:0049.
1:0050.

1:0051.

3.4.3

1:0052.

1:0053.

1:0054.

[:0055.

Outdoor ambient air temperature must be measured.

Indoor ambient air temperature (indoor substations) must be measured. In
multiple room substations, this will be in the transformer chamber.

Transformer top oil temperature (or as close an approximation as can be
managed).

Products required

lucy El ectric GridKey’ s MCU520 syst
platform.

6x Flexible Rogowski Coils or Current Transformers, compatible with the GridKey
MCU520 system must be provided, to monitor the total transformer load and the
specific feeder connecting to an adjacent substation.

Modified fuse carriers are the preferred method for connecting the GridKey
platform to LV network.

3x modified fuse carriers are required for substations where there is sufficient
capacity, (i.e. at least one empty fuse holder per phase), within the fuse board.
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1:0056. G-Clamps are required for connection of the GridKey platform to the substation
neutral busbar.

1:0057. In the event that sufficient capacity on the fuse board is not available for all phase
connections, (1:0055), then G-Clamps should be used as with 1:0056.

1:0058. An application container (GridKey Sensor Container) is required to provide the
interface capabilities between the MCU520 and theLV-C AP ™ pl at f or m.

1:0059. The GridKey Sensor Container will communicate directly with the GridKey
MCU520 via a local Ethernet port.

W:007. The GridKey Sensor Container will not have access to the wide area
communications network.

1:0060. The requirements for this application, enabling communication between the LV-
CAP™ platform and Lucy El ectric Gri dKe
Appendix C— Lucy Electric Application Container.

3.44 Dependencies

1:0061. For the application to function, an MCU520 must be procured from Lucy Electric
and connected to the ISD hardware via the ethernet port.

3.45 Performance measurement

M:0022. ThelV-CAP ™ pl atform must be provided with
and current readings from the GridKey Sensor Application.

S:002. It is desirable that synchronous sampling is implemented to aid in analysis of the
gathered data.

1:0062. These readings must be provided at a frequency of once per minute sufficient to
meet the requirements of other applications running on the platform.

M:0023. It must be demonstrated that data readings from the GridKey Sensor Application
can be acquired at a rate of once every minute for an indefinite period.

M:0024. It is essential that the system demonstrate the capability of continuous data
capture at a rate of once every ten (10) seconds for a period of at least one hour.
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3.5
3.5.1

1:0063.

1:0064.

3.5.2

M:0025.

3.5.3

1:0065.

1:0066.

1:0067.

M:0026.

1:0068.

3.54

1:0069.

3.5.5

M:0027.

1:0070.

Temperature Sensing
Overallstatement

Temperature sensors are required to monitor the temperature of the LV
transformer and ambient air temperature. This data is provided to the relevant

container “"Ap€AP " "wisohhtmwatbdeplL¥tform

Dynamic Thermal Rating (DTR) of LV transformers to release additional capacity
from existing LV network assets.

It is necessary for the operation of the DTR application that the ambient
temperature and specific temperatures relating to the transformer are collected
and made available.

Services required

The ISD must have the means to collect thermal readings as defined in 1:0064,
receive and store this data in a format readable by other applications.

Products required

This specification requires, at a minimum:

i physical means for detecting the ambient temperature and specific
transformer temperatures;

il software compatible with the LV-C AP ™ platform f
managing the data from these sensors.

Therefore, the ISDs must be equipped with the necessary thermocouples to
monitor the range of temperatures required by the DTR application.

The ISDs must be equipped with the necessary interface equipment to connect

the temperature monitoring equipmenttothelV-C AP ™ har dwar e.

The temperature sensing application container must take the values provided by

the thermocouple(s) and pass themtothe LWV-CAP ™ system foeoer

volatile memory.

The temperature readings must be recorded at a rate of once every minute for an
indefinite period.

Dependencies

For the data to be provided, the application requires an appropriately sensitive
thermocouple to be connected to the ISD via a suitable data port.

Performance measurement

The LV-CAP ™ pl atform mu s t b e provided

readings from the Temperature sensing application at a rate of once per minute.

These readings must be provided at one-minute intervals throughout the
duration of the OpenLV Project.
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1:0071. It is noted that future business-as-usual deployments may require the ability to
vary the rate of data capture.

S:003. Therefore, it is desirable to demonstrate that the rate of data capture can be
varied between 10-second and 10-minute intervals, in 10-second stages.
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3.6 LV Network Meshing
3.6.1 Overall statement
1:0072. This section details the hardware to be installed and the associated software to
enable meshing of individual feeders between two LV substations. This has the
potential to release additional capacity from existing LV network assets.
1:0073. The OpenLV Project must demonstrate that autonomous control of network
assets, based on pre-defined logic, is possible via a distributed intelligence
platform (the ISDs).
1:0074. Within the OpenlLV Project, this is to be demonstrated through direct control of
ALVI N Recl ose™ demeshadmentliVoetworkss h and de
3.6.2 Services required
M:0028. The LV Network Meshing Application must enable communication capabilities
betweenthe lV-CAP™ pl atform and ALVI N Recl ose™
M:0029. The application mu s t read the desired
devices, and passittothe LV-C AP ™ pl at f or m -folatilementoryr a g e i
through the CSV data recorder.
i MIR_BUS_VOLTAGE_RMS
i MIR_CABLE_VOLTAGE_RMS
i MIR_LINK_CURRENT_RMS
i MIR_OPEN_OPERATIONS
i MIR_CLOSE_OPERATIONS
' MIR_WATCHDOG_FAULTS_DETECTED
i MIR_CHIP_TEMPERATURE
f  MIR_REACTIVE_POWER
i MIR_ACTIVE_POWER
il MIR_UPTIME_HIGH
i MIR_SWITCH_TEMPERATURE
f MHR_SHADOW_FAULT_STATUS
M:0030. It must be demonstrated that data readings from the LV Network Meshing
Application can be acquired at a rate of once every minute for a period of at least
one hour.
1:0075. The variable MHR_SHADOW_FAULT_STATUS reads the current state of the circuit
breaker within the connected ALVI N Recl
1:0076. LV Network Meshing Application must be able to trigger an opening or closing of
the ALVI N Recl ose™ devi ceaneshingthénetwonki t br e
as applicable.
1:0077. For the purposes of the OpenlLV Project trials, it is preferred that a record of the

process is stored for project evaluation.
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M:0031. The application must therefore store a record of reacting to a command, whether
to initiate or break a network mesh, in non-volatile memory.

M:0032. The application must also store a record of the state of the connected ALVIN
Reclose™ devices both before and after
/ closed.

‘

1:0078. If there are no attached circuit breakers,a n appr opri ate
provided instead.

error

M:0033. All control communications, whether acknowledged by a connected ALVIN
Recl ose™ device or not, MEAP bl at éd oe dn
later analysis if required.

M:0034. ThelISD mustbeelectrically i s ol ated from ALVI N Recl ose
the substation.

3.6.3 Products required

1:0079. This specification requires, at a minimum, provision of an application capable of
communicating with ALVIN Reclose™ devic

1:0080. TheALVIN Recl ose™ devices wil/l be procured

1:0081. The interconnection cable to interface

will be provided by EAT ec hnol ogy’ s LV Solutions t ea
EATechnol ogy’s HV59s team.

3.6.4 Dependencies

1:0082. The application requires a control input from another application (LoadSense) to
determine whether to open or close attached circuit breakers.

M:0035. The LV Network Meshing Application must only respond to instructions to mesh
or de-mesh the network throughopenin g and ¢l osing of ALVI N
breakers from the LoadSense application.

3.6.5 Performance measurement

M:0036. The ALVI N Reclose™ devices must respond
close operation.

M:0037. It must be demonstrated that the control signals for transmission to the ALVIN
Recl os e ™from ¢he LVc Network Meshing application are triggered
whethera n AL VI N R e c installed Withirdtiee substatéors or riots
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3.7 Load Profile Predictor Container * Ap
3.7.1 Overall statement
1:0083. A load profile predictor application is required to utilise historical load on both

the transformer and specific LV feeder and predict the likely load profile for the

future.
3.7.2 Services required
1:0084. This application must utilise historical load values to generate a forecast of future

load on the transformer and individually monitored LV feeder.

1:0085. It must not utilise all the data available on the trial platform as future systems will
not have access to ‘“unlimited’ historic

1:0086. The duration of historical data utilised by the application should be confirmed
with explanation of why that duration has been selected.

3.7.3 Products required

1:0087. This specification requires, at a minimum, an application that utilises the historical
load data to create a predictive forecast for the network and asset in question.

3.74 Dependencies

1:0088. In order to predict future load profiles, the Load Profile Predictor application
requires the historical data gathered by the Gridkey MCU520 and stored in non-
volatile memory.

3.75 Performance measurement

1:0089. This application must utilise a sufficient period of historical data to provide
sufficient predictive assurance for the calculated outputs.

M:0038. The Load Profile Predictor application must output a load forecast at half-hourly
intervals for the next 24-hour period.
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3.8 CSV Data Recorder Application
3.8.1 Overall statement

1:0090. Storage of all data captured by the system, information generated by any
applications and a record of any actions implemented are required to be stored
on non-volatile memory within the ISD.

3.8.2 Servicegequired

M:0039. This application must store all data output by each application container on the
platform.

M:0040. All data must be timestamped such that raw data, and processed information
derived from that data can be reconstructed at a later date if required.

M:0041. All data must be attributable to the application that created and published it.
3.8.3 Products required

1:0091. This specification requires, at a minimum, an application that monitors all
communications traffic within the LV-C AP ™ platform and stori
timestamp, and provides a record of which application published that item of
data.

3.84 Dependencies

1:0092. This application requires other applications to be running on the LV-C AP ™
platform to provide data and processed information for storage.

1:0093. The application must be granted sufficient authorisations within the platform to
enable access to all data and information for storage.

3.85 Performance measurement

M:0042. It must be demonstrated that accurate data values are stored in non-volatile
memory for each applicationonthellV-C AP ™ p | a t pravidingmdaduradt i s
or calculated data.

M:0043. This data must be stored at a frequency that matches the outputs of the individual
applications.
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3.9.1 Overall statement
1:0094. Loadsense is an application designed to respond to outputs from Weathersense

relating to real time and predicted network loading.

1:0095. These outputs will trigger an immediate response to outputs from the Dynamic
Thermal Rating application.

1:0096. The LoadSense application implements network meshing through the ALVIN
Recl os e ™ dssodatedL¥ NetwarlnMieshing application.

3.9.2 Services required

1:0097. At present, the operational characteristics of the LoadSense application have not
been agreed with WPD; consequently, this section will be updated in the future
once the requirements have been determined.

3.9.3 Products required

M:0044. This specification requires, at a minimum:

i Provision of an application capable of utilising the outputs from the
applications listed below in combination with decision processes agreed
with WPD to determine if initiating a network meshing event is
appropriate; and

i If such an event is required, the application must instruct the ALVIN
Recl ose™ interface application to
procedures.

M:0045. The application must also determine when it is appropriate to de-mesh the
networks, again based on decision processes agreed with WPD, and instruct the
ALVI N Reclose™ interface application ac

3.94 Dependencies

1:0098. Input is required from the below applications:

i Load profile predictor
q WeatherSense
q Peer-to-Peer communications

3.95 Pelformance measurement

M:0046. The application must be demonstrated to arrive at the correct decision given
specific inputs and initiate the approp!
application as a result.

1:0099. I n the event that AL Médnspdtefthe poojeattifals,d e vi c e
it is possible to determine the condition of the device (i.e. circuit open or closed)
from the visual indicator on the front.
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3.10 Dynamic Thermal Ratings Application
3.10.1 Overall statement

The Dynamic Thermal Ratings (DTR) Application utilises the current transformer
temperature, along with the forecast load profile from the Load Profile Predictor
Application, to determine the temperature of the transformer asset being
monitored over the next 24 hours.

3.10.2 Services required

M:0047. The DTR Application must determine up-to-date thermal ratings for the
associated transformer.

M:0048. Based on the forecast load profiles generated by the Load Profile Predictor
Application the DTR Application must determine the forecast temperature profile
for the transformer.

1:00100. In both instances, this information must be outputtothemainLV-C AP ™ p |l at f or n
3.10.3 Products required

[:00101. This specification requires, at a minimum, provision of an application, compatible
withthelLV-CAP ™ pl at f or m, containing transfor

3.10.4 Dependencies

[:00102. The DTR application requires load data, temperature data and load profile
predictions fromthe lV-CAP ™ pl atf orm in order to ope

3.10.5 Performance measurement

M:0049. The DTR application must generate outputs once each subsequent predicted load
profile is available, based on that profile.

M:0050. Therefore, the DTR application must output a thermal rating forecast at hourly
intervals for the next 24-hour period.
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3.11 Centralised System
3.11.1 Overall Statement

[:00103. Wi thin the OpenlLV Project ttrhaelries e &’ as yrse
to enable management of the trial platforms and delivery of the project
requirements.

1:00104. The trial system utilises a Nortech iHost server to manage the deployed hardware
and store the gathered and processed data.

[:00105. A second server, to be provided by Lucy Electric will store the data gathered by
the platform, and processed data generated by applications deployed under
Methods 2 and 3.

1:00106. In both cases, separate communication applications are required although both
will utilise the 4G modem within the ISDs.

3.11.2 Security

1:00107. In all cases, both for the iHost based control server and the Lucy Electric cloud
based server, security must be paramount in keepingwi t h t he OpenlLV P
Data Protection Strategy.

M:0051. User authentication via unique login and password must be enabled.
S:004. Two-factor authentication should be utilised wherever possible.
M:0052. Mutual authentication must occur for all communication between platforms.

[:00108. An independent cyber-security evaluation of the LV-C AP ™ pl atform
associated control systems will be undertaken as part of the OpenlLV Project.

[:00109. The system must implement any recommendations from this evaluation to
ensure the safety of WPD’ s net work asse

3.11.3 Application deployment and management server (Nortech)
Services required

:00110. The OpenlLV PeadtDseequire’asentml enpnbhgement and control
system, this is provided by a Nortech iHost server.

M:0053. This system must be capable of deploying a new application container to a single
device, a subset of devices, or all devices.

M:0054. This system must be capable of removing an application container from a device,
a subset of devices, or all devices.

M:0055. This system must be capable of updating the application containers on a device,
a subset of devices, or all devices.

M:0056. This system must be capable of changing configuration settings for any individual
container on a specific device, a subset of devices, or all devices.
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S:005. Identifying when a deployed platform, that has not been decommissioned, has
not connected to the server for more than one (1) day, three (3) days and five (5)
days, and trigger notification alerts in each instance.

M:0057. The Nortech Comms Application and the iHost server must mutually authenticate
each other so that only authorised data uploads occur, and Man-in-the-Middle
attacks are prevented. (This requirement is linked with 1:00125.)

M:0058. Measures must be taken to ensure that the data uploaded remains confidential
in transit, to comply with the OpenlLV Project Data Protection Strategy. (This
requirement is linked with 1:00126.)

Products required

:00111. Nor tech’ s i Hos t server i s utilised as t
the LV-C A Pptatforms.

M:0059. The iHost server for the OpenLV Project must be installed behind a firewall to
restrict unauthorised access as far as reasonably practicable.

Dependencies

[:00112. The server is installed at EA Technology and requires access to communications
outside of the EA Technology corporate network to enable communications with
the deployed LV-CAP ™ pl atf or ms.

[:00113. The server requires each deployed platform to have a functional router modem
and Nortech Communications application as defined in this document.

Performance neasurement

M:0060. The iHost server must demonstrate the ability to receive all data uploaded from
each connected LV-CAP ™ pl atfor m.

M:0061. The platform must demonstrate the ability to deploy a new application container
toaconnectedlV-CAP™ pl atf or m;

M:0062. The platform must demonstrate the ability to update an application container on
aconnected lV-CAP™ pl atfor m;

M:0063. The platform must demonstrate the ability to change configuration files for a
software containeron aconnected LV-C AP ™ pl atf or m;

M:0064. The platform must demonstrate the ability to remove an application container
fromaconnected lV-CAP™ pl atfor m;

3.11.4 Cloud Based Hosted Platform (Lucy)
Services required

:00114. The OpenlLV Project’s depl oyed | SDs req.
system to enable community groups and third-party companies access to
network data, and outputs generated by their own applications.
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M:0065.

M:0066.

M:0067.

M:0068.

M:0069.

The Cloud Based Hosted Platform system must be capable of receiving data from
the Data Upload Application installed oneach LV-C AP ™ enabl ed
within the project.

The Cloud Based Hosted Platform system must be capable of sharing this data
with appropriate individuals via an APl interface.

The Cloud Based Hosted Platform system must be capable of sharing this data
with appropriate individuals via a web-portal viewer interface.

The (Lucy Electric) Data Upload Application and the associated Cloud Based Server
must mutually authenticate each other so that only authorised data uploads
occur, and Man-in-the-Middle attacks are prevented.

Measures must be taken to ensure that the data uploaded remains confidential
in transit, to comply with the OpenLV Project Data Protection Strategy.

Products required

M:0070.

Lucy Electric to provide a separate, instance of their cloud based data server for
use by the OpenLV Project.

Dependencies

1:00115.

The server requires each deployed platform to have a functional router modem
and the Lucy Electric Communications application as defined later in this
document.

Performance measurement

[:00116.

1:00117.

The platform must demonstrate the ability to receive a selected subset of data
from each connected LV-C AP ™ pl atf or m;

The platform must demonstrate the ability to allow authorised individuals to
access the information stored within the server, on alocation (LV-C AP ™ p |
basis.
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3.12 Communications
3.12.1 Overall Statement

[:00118. ThelV-CAP ™ pl atf or m, as being deployed as
three separate communication applications, each to meet specific
communication requirements for project delivery.

[:00119. Itis necessary for each platform to have the capability to communicate with:

i The application deployment and management server;
i Cloud based, public facing data storage server; and
i AdjacentLlV-CAP™ pl atforms for data sharing

3.12.2 Security

1:00120. In all cases, both for the iHost based control server and the Lucy Electric cloud
based server, security must be paramoun
Data Protection Strategy.

1:00121. User authentication via unique login and password must be enabled.
[:00122.  Mutual authentication must occur for all communication between platforms.

3.12.3 Managemeit Comms Application

1:00123. The Nortech communications container is considered a core-element of the LV-
CAP™ platform as Nortech’s i Host -server
CAP™ platform’”s (I SD’ s) depl oyed within

Services required

M:0071. The application container must facilitate two-way communication between the
LV-CAP™ p | a théidostserver.n d

1:00124. This must enable transfer of all desired data from the platform back to the iHost
server. This data may be all monitored and calculated values or a selected subset
thereof. In either case, the container must be capable of transferring the desired
data.

M:0072. The data from each LV-CAP™ system running the Nortech Comms Application
must be uploaded as a separate RTU (or multiple virtual RTUs) within the iHost
server.

M:0073. Once successfully uploaded to the iHost server, data must be marked as
‘“upl oaded’” CRiPt“hipn atHeermVto prevent retr

M:0074. The application must receive and implement new application containers for
installation onto the LV-CAP™ p |l at f or m.

M:0075. The application must receive and implement configuration files for the installed
applications.

M:0076. The application must receive and implement instructions to remove application
containers fromthelV-CAP ™ pl atf or m.
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M:0077. The application must be capable of managing loss of communications during file
upload and download, resuming once communications are restored.

[:00125. The Nortech Comms Application and the iHost server must mutually authenticate
each other so that only authorised data uploads occur, and Man-in-the-Middle
attacks are prevented. (This is linked with S:005.)

1:00126. Measures must be taken to ensure that the data uploaded remains confidential
in transit, to comply with the OpenlLV Project Data Protection Strategy. (This is
linked with M:0058.)

1:00127. The volume of mobile data transferred must be managed to reduce the operating
costs of the OpenLV system.

[:00128. The application must be configured via the standard LV-C AP ™ conf i gur a-
mechanism (see sections 8.2.1 and 9.5 of the LV-C AP ™ AP 1| ) . The conf
likely to be altered in the course of the OpenlLV Trials, so the configuration
settings available must be documented alongside the Application.

1:00129. The configuration is expected to cover the following areas:

q iHost server settings (included where to send the data, and authentication
settings).

i Data Selection settings, i.e. which topics are to be uploaded to the iHost
server.

il (Optionally) Where data is to be placed in the iHost structure.

[:00130. The requirements document provided to Nortech for this application container is
located in Appendix B — Nortech Application Container.

[:00131. As part of the OpenLV Project, a Cyber-Security review ofthe LV-C AP ™ p |l at f or 1
and Applications deployed within the project is to be undertaken. The Cyber-
Security supplier will be undertaking an audit of the LWV-C AP ™ pl at f or m a
should be expected that this will include an audit of the software Application and
associated documentation created by Nortech as part of the project.
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Products required

1:00132.

This specification requires, at a minimum, a software container to manage the
communication link betweenthelV-C AP ™ pl atf or ms and
in line with the required services above.

Dependencies

[:00133.

The application will require access to:

q the connected router modem;
1 the data stored on the platform.

Performance measurement

M:0078.

1:00134.

1:00135.

1:00136.

1:00137.
1:00138.

3.12.4

The application must enable communications between an individual LV-C A P ™

platform and the iHost command and control server.

The application must demonstrate transfer of all data stored on the platform to
the server.

The application must demonstrate receipt and installation of a new application
container.

The application must demonstrate receipt and application of a revised
configuration set for an application container.

The application must demonstrate removal of an application container.

The application must demonstrate ability to resume a download when
communications are restored.

Data Upload Application

Services required

M:0079.

M:0080.

M:0081.

1:00139.

M:0082.

M:0083.

This must enable transfer of all desired data from the platform back to Lucy

7’

El ectric S cl oud based dat a centre.

values or a selected subset thereof. In either case, the container must be capable
of transferring the desired data.

The data from each LV-CAP system must be uploaded as a separate RTU (or
multiple virtual RTUs) within the server.

Once successfully wuploaded to the
prevent retransmission.

The application must be capable of being configured via instructions received
from the iHost platform control server.

The GridKey Upload Container and the GridKey Data Centre must mutually
authenticate each other so that only authorised data uploads occur, and Man-in-
the-Middle attacks are prevented.

Measures must be taken to ensure that the data uploaded remains confidential
in transit, to comply with the OpenlLV Project Data Protection Strategy.
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1:00140. The requirements for the GridKey Data Upload container, to be provided by Lucy
Electric are defined in a separate document located in Appendix C — Lucy Electric
Application Container.

1:00141. As part of the OpenlLV Project, a Cyber-Security review ofthe LV-C AP ™ p |l at f or 1
and containers deployed within the project is to be undertaken. The Cyber-
Security supplier will be undertaking an audit of the LV-C AP ™ pl at f or m a
should be expected that this will include an audit of the software container and
associated documentation created by Lucy Electric as part of the project.

Products required

1:00142. This specification requires, at a minimum, a software container to manage the
communication link betweenthelV-C AP ™ pl atf orms and the Gr
in line with the required services above.

Dependencies

1:00143. The application will require access to:

q the connected router modem;
i the data stored on the platform.

Performance measurement

M:0084. The application must enable communications between an individual LV-C A P ™
platform and the GridKey Data Centre.

M:0085. The application must demonstrate transfer of selected data stored on the
platform to the server.

M:0086. The application must demonstrate ability to resume a download when
communications are restored.

3.12.5 Peer to Peer Comms Application
Servicesequired

1:00144. The LoadSense application in each ISD requires data relating to the status and
operation of the linked transformer in order to ensure safe and effective
operation.

1:00145. This data must include voltage and current, and the outputs from the load
predictor and WeatherSense applications.

M:0087. This application must enable the transfer of the necessary data between the
linked, adjacent devices.

M:0088. The data to be transferred between devices may change over the course of the
project and consequently, the data must be configurable.
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Products required

1:00146. This specification requires, at a minimum, an application to enable the transfer of
information to allow the decision of whether to initiate network meshing. It must
also be able to respond to equivalent requests.

Dependencis

1:00147. The application will require access to:

q the connected router modem;
1 the data stored on the platform.

Performance measurement

1:00148. The Peer-to-Peer Communications application must demonstrate the ability to
send and received the configured datasets withtheass i gned ‘-fAP®™ner’
platform.
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3.13 Overall System
3.13.1 Overall Statement

[:00149. A magnetic mounting arrangement is preferred by the client DNO with wall or
floor mounting acceptable as an alternative.

M:0089. Therefore, the enclosure must be capable of multiple mounting arrangements,
including magnetic attachments, wall mounting bolts or ground placement.

3.13.2 Loss of Power

S:006. In the event of loss of power, the platform must, on completion of a successful
reboot, determine from data logs how long it was offline, and consequently how
much data has been lost.

This information must be stored within the system log files and must include:

il ISD serial number;

q Location;

q Time of last successful data record;

q Time of successful system restoration.

A notification should be issued to the OpenlLV Project team, either via the iHost
server or direct notification such as an e-mail.

M:0090. The ISD must be capable of self-restoration following a loss of power during boot-
up-sequence.

S:007. The ISD is ideally required to withstand up to three loss-of power events within a
period of five (5) minutes without suffering unrecoverable errors.

S:008. The ISD should respond appropriately to a loss of power during download of
software or configuration updates, ensuring that the download is resumed /
restarted and completed once the system is running.

W:008. The ISD must respond appropriately to a loss of power during an update
proceduretothe lV-CAP™ pl atf or m.

1:00150. The system should complete the process with the update / setting changes
applied.

3.13.3 Controlled Access

M:0091. The ISD enclosure must be capable of being securely locked with a padlock.

1:00151. WPD will provide padlocks to restrict access only to those staff competent and
authorised for LV Switching operations.

S:009. Access to the system software through direct ethernet connection must be
restricted through methods such as digital signing, communication encryption
and require a password to access the device.
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3.13.4 Network deployment

M:0092. The cable connections (power, thermocouple and communications) must be
suitable for implementation on WPD’
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4 Appendix ~ALMCAP ™ AP |
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5 Appendix B- Nortech Application Container
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6 Appendix G-Lucy Electric Application Container
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